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KEY MESSAGE 
For critical industrial systems, there is an abundance of data that can 
be used to provide insights about safety and security KPIs. In this talk, 
I will introduce the nature of this data and describe some 
approaches to and challenges of using machine learning to derive 
insights. 



Challenges of Monitoring  
Industry Safety and Security 
  

Paul Smith, AIT Austrian Institute of Technology 



Safety and Security Monitoring 

• Safety and security monitoring must be addressed as a common 
concern 

• Cyber-attacks have targeted operational and safety-related systems 
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Monitoring Systems 

• Integration of Information and Operational Technology monitoring is 
still in its infancy 
 

• Various data sources exist 
• IT (computer and network) systems 

• Supervisory Control and Data Acquisition (SCADA) systems 

• Process data (pressure, flow, voltage, …) 
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Gaining Insights with 
Machine Learning 

• Many different approaches exist 
• Statistical anomaly detection (e.g., KL Divergence) 

• Classical machine learning (e.g., Support Vector Machines) 

• Deep learning (e.g., neural networks) 
 

• There is no one-size-fits-all algorithm – the ‘best’ approach can depend on the 
data (volume, dimensionality) and the questions you’re trying to answer 
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Machine Learning 
 Open Challenges 

• Explainability of results from machine 
learning 
• Why did I get this result? 

 

• Adversarial examples are a potential 
emerging threat 
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Level Example Questions 

1. Association What is the root cause of this event? 

2. Intervention What if I change my firewall? 

3. Counterfactuals Was it the new policy that caused the security 
breach? 

• Causal inference is a 
major open challenge 
– e.g., asking ‘what if’ 
questions 
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An Emerging Technology: 
Digital Twins 

"A digital twin is a real time digital replica of a physical device"  

– Bacchiega (2017) 
 

• Digital twins are being applied to tasks such as predictive maintenance, 
to reduce the likelihood of catastrophic failures 
 

• Potential security applications of digital twins: 
 

• Vulnerability assessment 
• Real-time attack monitoring and detection 
• Decision support for incident response 

 

• Many open research challenges 
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https://www.ge.com/research/offering/digital-twin-creation 



Conclusions 

• Safety and security monitoring is currently not well-integrated 
• This includes technology, people and processes 

 

• Machine learning can be used to gain useful insights into the safety 
and security of a system 
• This is not straightforward … at all 

• For industry safety and security there are some open research challenges 

 

• Digital twins are an emerging technology that has applications to 
both safety and security 
• This technology is still quite immature, especially for security applications 
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